W LinuxMint

Linux Mint 15 “Olivia” CAC Card Instructions
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Step 2: Open Konsole/Terminal: #sudo apt-get install libpcsclitel pcscd pesc-tools

Step 3: Insert CAC Card: #pcsc_scan (check to see if your CAC has an output)

Step 4: Download Certificates: https://crl.chamb.disa.mil (make sure to download both Certificate
Authority keys; DOD CA-30 and DOD EMAIL CA-30, for instance)



https://crl.chamb.disa.mil/

from freedom came elegance
Step 5: Open Firefox Browser
> Preferences > Advanced > Certificates > View Certificates
a8 . Firefox Preferences
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General Tabs Content Applications Privacy Security Sync Adv

General Data Choices | Metwork | Update Certificates

When a server requests my personal certificate:

__ Select one automatically = Ask me every time

View Cerificates Validation Security Devices

Help Close
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@ Certificate Manager & G &

Your Certificates | People | Servers | Authorities || Others

You have certificates on file that identify these cerificate authorities:

Certificate Name ¢ Security Device R
- v(c) 2005 TURKTRUST Bilgi lletisim ve Bili... :
TURKTRUST Elektronik Sertifika Hizm... Builtin Object Token
vA-Trust Ges. f. Sicherheitssysteme im ele...
A-Trust-nQual-03 Builtin Object Token
vAC Camerfirma S.A.
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
vAC Camerfirma SA CIF AB2743287
Chambers of Commerce Root Builtin Object Token
Global Chambersign Root Builtin Object Token
vActalis 5.p.A. /033585200967
Actalis Authentication Root CA Builtin Object Token
o A AAT et A e
Vv Edit T Import... Ex Delete or L
OK

> Import (import both of your keys and check all trust boxes) > Select OK
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General Data Choices | Metwork | Update Certificates

When a server requests my personal certificate:

./ Select one automatically = Ask me every time

View Cerificates Validation [Sec urity Devic esJ

Help Close

> Advanced > Security Devices
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Device Manager

Details © Value

Security Modules and Devices
- vNSS Internal PKCS #11 Module
Generic Crypto Services
Software Security Device

vDoD CAC
Dectel CI692 [Smart Card Reade... Sk
vBuiltin Roots Module i
Builtin Object Token -
Enable FIPS
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> Load
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from freedom came elegance

Security Modules and Devices | | Details : Value
vMNS5S Intemnal PKCS #11 Module .
Generic Crypto Services =l fseld
Software Security Device L Change Pas
vDoD CAC| @ . Load PKCS#11 Device ol S &
Dectel @ s
vBuiltin Rogl  ENter the information for the module you want to add.

Builtin@  Module Name: = DoD CAC
: Enable FIPS

Module filename: | /usrflib/pkcslllibcoolkeyplkl. [Erwse...]

Cancel Ok

Ok

> For Module Name: DoD CAC > Browse: /usr/lib/pkcs11 > Select: libcoolkeypk11.so > Select OK >
Select OK

Step 6: Restart Firefox Browser
Enjoy!!



