Notes on how to add AKO Email & AKO Directory (i.e. Address Book) to Outlook 2010 NOT EEmail

Created by Ted Dressel tweaked by Michael J. Danberry (chief@militarycac.com) on 29 April 2013

Setup 1of 2: AKO (NOT EEmail) Email Setup on Outlook 2010
1. Open Outlook 2010, select File and then +Add Account

ome Send / Receive Folder View Ad

Save As

Account Informati

tdressel@microsoft.com

V<

ft Exchange

Info

&P Add Account
Open

\/

2. Onthe Add New Account, select Manually configure server settings or additional server types,
Select Next
3. Select Internet E-mail, select Next, Select “Internet E-mail,” then Next
4. Make the settings similar to the screen shot below:
a. Your Name: Thomas E. Dressel
Email Address: thomas.e.dressel.ctr@us.army.mil
Account Type: IMAP
Incoming Mail: imap.us.army.mil

Outgoing Mail: mailrouter.us.army.mil or: smtp.us.army.mil
User Name: Your AKO username without @us.army.mil

™m0 o0 T

Password: Your AKO password

Add New Account . ﬁ

Internet E-mail Settings
Each of these settings are required to get your e-mail account working.

User Information Test Account Settings
Your Mame: Ted Dressel After filing out the information on this screen, we
recommend you test your account by dicking the button
E-mail Address: ted.dressel @us. army.mil below. (Requires network connection)
Server Information
Test Account Settings ...
Account Type: IMAP lz‘
e imap.us.army.mi Test Account Settings by dicking the Next button

Outgoing mail server (SMTP): | mailrouter,us. army.mil

Or smtp.us.army.mil

Logon Information
User Name: ted.dressel
[ L = ———— A
Remember password
Require | S P d Authentication (SPA;
[] Require logon using Secure Password Authentication (SPA) More Settings ..

< Back ][ MNext = ][ Cancel ]
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5. Click More Settings

a. Outgoing Server Tab
i. Check the box next to “My outgoing server (SMTP) requires authentication”.

ii. Select “Use same settings as my incoming mail server” .

| General I Sent Items | Deleted Items

OutgoingServer | Conmecton | Advanced

l ’ My outgoing server (SMTP) reguires authentication
@ Use same settings as my incoming mail server

() Log on using

b. Advanced Tab
i. Select SSL for both fields labeled “Use the following type of encrypted
connection”
ii. Enter 993 for the “Incoming Server (IMAP):”
iii. Enter 465 for the “Outgoing Server (SMTP):”

General I Sent Items | Deleted Items |
QOutgoing Server I Connection | Advanced

Server Port Mumbers
Incoming server (IMAP): 993
Use the following type of encrypted connection: | S50 Iz‘
Outgoing server (SMTF): 465
Use the following type of encrypted connection: | S50 Iz‘

Server Timeouts

Shart Long 1minute

Folders

Root folder path:

c. Click the ‘OK’ button to save your settings.

6. Click ‘Next’. A test of the network settings and passwords should occur. If all goes well, you
should have results similar to the following: NOTE: You may be prompted with an Internet

Security Warning message, select “Yes.”

I Test Account Setti

Congratulations! All tests completed successfully. Click Close to continue. Stop

Close

Tasks | Errors
Tasks Status
\/Log onto incoming mail server (IMAP) Completed
" Send test e-mail message Completed

7. Click ‘Finish’.
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At this point, a new entry on Outlook should appear and a population of emails should commence.

4 tdressel@microsoft.com
>[5 Inbox (9
47| Drafts [2]
[ sent Items
> @ Deleted Items

> 1ol Conversation History
li@ Junk E-mail [1]
32 Mews Feed
= outbox

> LE]) RSS Feeds

> LG Search Folders

"
1Y

ted.dressel@us.army.mil
L=} inbox [77)
lig Junk E-mail
A Drafts
L& Search Folders

@ Trash

> [ TEDS INBOX KEEPERS
3 Spam
=) Sent

It may take a little while for all of your email to show up.

We recommended you restart Outlook now. Once restarted, Click on File, Account Settings, Account
Settings... and select the AKO account you just set up, and then Change...

1. Click More Settings
a. Deleted Items Tab
i. Select the circle next to: “Move deleted items to the following folder on the
server:”
ii. Select “Trash”
iii. Place a check in the box marked: “Purge items when switching folders while
online.”

Internet E-mail Settings @

| Qutgoing Server | Connection | Advanced
| General I Sent Items | Deleted Items

{1 Help Desk - More Folders...

-1 Inbox
{3 Journal
g Junk E-mai
-l LandWarNet i
-7 Motes
-3 PCS
{1l RAPIDS
=] Sent
-l SentItems
\ {7 Spam
-1l Time Share
— Trash ]
-3 WOoAC an

m

(71 Mark items for deletion but do not move them automatically

Items marked for deletion will be permanently deleted when the items
in the mailbox are purged.

N
'; Purge items when switching folders while online
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b. Sent Items Tab
i. Select the circle next to: “Save sent items in the following folder on the server:”
and select: Sent

Internet E-mail Settings M

Qutgoing Server Connection Advanced
General Sent Items Deleted Items

() Do not save copies of sent items

\\§
{1 ATC - Mare Folders. ..

[ Drafts
- GoMobile
i -1 Help Desk I
-[13 Inbox

- Journal

W l__a Junk E-mail
- LandwWarNet
- Notes

\ - PCS
\[j RAPIDS
Ll._;j Sent

- SentItems

-7 Spam
{1 Time Share i

----- & Trash -

() Save sentitems in the Sent Items folder on this computer

m

[ OK ] [ Cancel

Lastly, ensure that signing and encrypting of email is working. Using the AKO mail box, do the following:

1. Create a new email from the Army email account — Signing only

4 ted.dressel@us.army.mil
[ Inbox
(=) Sent
& T R
I Drafts Message  Inset | Options | FormatTet  Review
L@ Junk E-mail
Colors ~ ] | 0
LA search Folders B colors oy =] L@ denaypt [ Request a Delivery Receipt
3 Spam [A]Fonts ~ _—
4 £ TEDS INBOX KEEPERS | | THEMeS [B]Errects - Czalgfv e Permis S “;:t:’;:'s"f [C] Request a Read Receipt
> 3 S3List (158) Themes Show Fields Permission Tracking
4[] zKeepers
[ cAC Approval From - | ted.dressel@us.army.mil
[4 Enterprise SharePd | | -
o To.. [ IedDressel  Dressel, Thomas £ Mr NETCOMMigasoft (Ted Oresselus. army.mi);
Sen
ce ||
Subject: [ signing test
Signing only
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2. Create a new email from the Army email account — Sign and Encrypt it

4 ted dressel@us.army.mil
[ Inbox
[ sent
Trash [
& s SR AL L —
(3 Draits @essage Inset | Options | FormatTest — Review
(g Junk E-mail e
- D o] 2
(8 search Folders EC”'U“ =} 3 [T Request a Delivery Recei
3 spam [A] Fonts ~
Page Bec | Permission [ s Use Voting [ Request a Read Receipt
4 ign equest a Read Receip
3 s3ust158) Themes Show Fields Permission Tracking
4] 7Keepers
3 cAC Approval From = | ted.dressel@us.army.mil
[ Enterprise SharePq | -
— To,. | | Ted Dressel; | Dressel, Thomas  Mr NETCOM/Microsoft (Ted.Dresselius.amy.mil;
Sen
Le. ‘
Subject: ‘S\gn & Encrypt
Sign and Encrypt

Setup 2of 2: AKO Contacts (GAL - Global Access List) aka: White pages

To access the AKO directory from Outlook 2010 you have to have an AKO account.

1. Start Outlook 2010

2. File | Account Settings | Account Settings...

Home

Send / Receive Folder View Add-Ins Live Meetin

Save As .
o Account Information
- tdressel@microsoft.com
Info < m Microsoft Exchange
gp Add Account
Open [
Bant Account Settings
D“H Meodify settings for this accoun
Help additional connections.
Account Access this account on the
|z] Options - ft.co
E Exit D‘L Account Settings...
#-. Add and remove accounts or change
existing connection settings.

3. Select Address Books tab

Account Settings

Directories and Address Books
You can choose & directory or address book below to change or remove it.

] i

| E-mail | Data Files | RS5 Feeds I SharePoint Lists I Internet Calendars I Published Cale arsl Address Books

——
New... '3 Change... X Remove
Mame Type
Mobile Address Book MAPT
Outlook Address Book MAPT
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4. Select New, then Internet Directory (LDAP)

Add New Account

Directory or Address Book Type
‘ou can choose the type of directory or address book you'd like to add.

(@ Internet Directory Service (LDAP)
Connect to an LDAP server to find and verify e-mail addresses and other
information.

(") Additional Address Books
Connect to an address book to find and verify e-mail addresses and other
information,

5. Select New, then Internet Directory (LDAP):
a. Server Name: directory.us.army.mil
b. Check “This server requires me to log on”
c. User Name:
i. FORMAT: cn=AKO USERNAME,ou=people,ou=Army,ou=DoD,0=U.S.
Government,c=US
ii. Example: cn=Thomas.e.dressel,ou=people,ou=Army,ou=DoD,0=U.S.
Government,c=US (NOTE: there is a space in between S. & Government)
iii. Enter your AKO password for your account

Add New Account

Directory Service (LDAP) Settings
You can enter the required settings to access information in a directory service.

Server Information

Type the name of the directory server your Internet service provider or system administrator
has given you.

Server Name: directory.us.army.mil

Logon Information

This server requires me to log on

User Name: =DoD,0=U.5. Government,c=U3

Password: A I S

["|Require Secure Password Authentication (SPA)

More Settings ...
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d. Select More Settings:

i. Select the Connection Tab:
1. Display Name: AKO
2. Port: 636

3. Check “Use Secure Sockets Layer”

-
Microsoft LDAP Directory

]

Connection | Search

Display Name

AKOD

Connection Details

Port:

Use Secure Sockets
Layer

The display name as it appears in the Address Book

636

QK

|[ Cancel ][

Auplv]

ii. Selectthe Search Tab:

1. Change the Search timeout in seconds: to 600 and Specify the maximum

number of entries you want to return after a successful search: to 999

2. Click the “Custom” radio button and enter the following:

a. ou=people,ou=Army,ou=DoD,0=U.S. Government,c=US (NOTE:

there is a space in between S. & Government)

Microsoft LDAP Directory

B

Connection | Search

Server Settings
Search timeout in seconds:

Spedfy the maximum number of entries you

want to return after a successful search:
Search Base

(71 Use Default

@ Custom;

Browsing
["]Enable Browsing {requires server support)

ou=people,ou=Army,ou=DoD,

600

999

o=U.5. Gov

Apply

a. Click OK, Next, Finish

6. Close Outlook 2010 and restart:
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7. Start Outlook 2010

8. Select Address Book off the Home (main) ribbon:

Find a Contact

‘ [} Address Book

“F Filter E-mail =
Find

9. Select AKO from the address book list

[ i Address Book: AKC

File Edit Tools

Search: Name only (@) More columns Address Book

AKO - Other Address Books u

tdressel @microsoft.com L

Contacts
o Mingle
Type your search keywords and click 'Go Suggested Contacts
Contacts (Mobile)
Mingle (Mobile)
Global Address List
All Address Lists
All Conferencing Resources
All Contacts
All Groups
All Rooms
All Users
MorthAmerica

Public Folders
‘ Other Address Books
A0

File Edit Tools

Search: MName orly (@ More columns ~ Address Book
AKQ - Other Address Books - Advanced Find
S

|Tvpe your search keywords and click 'Go' to perform a search

Search

Display name:
First name: Thomas Last name: |Dressel|
Title: Alias:
Company: Email: I
Office: Department:
Phone number: City:

Substring Matching

(@) Begins with (7) Contains
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File Edit Tools

Search: Name only @ More columns — Address Book
AKO - Other Address Books «  Advanced Find

E-mail Address Location

Dressel, Thomas E Mr CTR USA NETCOM USA

Dressel, Thomas E Mr CTR USA NETCOM USA

Mr

General |Organizatioﬂ | PhoneMotes | E-mail Addresses

Name
First: Thomas  Initials: Last: Dressel

Display: Dressel, Thomas EMr CTRUS  Alias: ted.dressel

Address: 2530 Crystal Dr /60204  «  Title: Mr

~  Company: Microsoft
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